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CHAPTER 1
INTRODUCTION TO RELIABILITY

1-1. Purpose

The purpose of this technical manual is to provide a basic introduction to and overview of the subject of reliability.
It is particularly written for personnel involved with the acquisition and support of Command, Control,
Communication, Computer, Intelligence, Surveillance, and Reconnaissance (C4ISR) equipment.

1-2. Scope

The information in this manual reflects the theoretical and practical aspects of the reliability discipline. It includes
information from commercial practices and lessons learned over many years of developing and implementing
reliability programs for a wide variety of systems and equipment. Although some theory is presented, it is purposely
limited and kept as simple as possible.

1-3. References
Appendix A contains a complete list of references used in this manual.
1-4. Definitions

The key terms used in this TM are reliability, mission reliability, basic reliability, mission, function, failure, and
probability, among others. Definitions are found in the glossary.

1-5. Historical perspective

Reliability is, in one sense, as old as humankind's development of tools, using tools in the broadest sense to include
all types of inventions and products. No one has ever set out to make a tool that doesn't work well over time (a very
fundamental way of viewing reliability is the ability of an item to perform its function over time). Until the 20"
century, however, people did not consciously "design and manufacture for reliability, and reliability was not a
known discipline. It was during World War II that reliability as a distinct discipline had its origins. The V-1 missile
team, led by Dr. Wernher von Braun, developed what was probably the first reliability model. The model was based
on a theory advanced by Eric Pieruschka that if the probability of survival of an element is 1/x, then the probability

that a set of n identical elements will survive is (1/x)1. The formula derived from this theory is sometimes called
Lusser's law (Robert Lusser is considered a pioneer of reliability) but is more frequently known as the formula for
the reliability of a series system: Rg=R{ xRy x...xRp.

1-6. Importance of reliability

Reliability has increased in importance over the past 30 years as systems have become more complex, support costs
have increased, and defense budgets have decreased. Reliability is a basic factor affecting availability, readiness,
support costs, and mission success. Research into how things fail, the development of probabilistic approaches to
design, an understanding of the distributions of times to failure, and other advances have made reliability a science.

a. Applies to all products. Although reliability grew out of a military development program, reliability has
become an essential design parameter and performance measure for nearly every product and system, commercial
and military. Thus, companies developing valves and other components and equipment used to control the flow of
petroleum from the sea bottom, machinery used to manufacture products, medical devices, and commercial airliners
all have a vested interest in designing and producing for reliability.

11
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b. A fundamental performance parameter. Customers may not use the term reliability when specifying
requirements or measuring the performance of their products and systems. Instead, they may have goals such as
high availability, high readiness, low life cycle costs, long service life, and so forth. As we will see, achieving these
goals begins by designing and producing for reliability, a fundamental performance parameter.

(1) Reliability is a basic factor in mission success. Military commanders are concerned with mission success.
The reliability characteristics of a system are used in all operational planning. Fleet sizing, manning requirements,
operational doctrine, and strategic targeting all rely directly or indirectly on the reliability of the system and
hardware involved.

(2) Reliability is a basic factor driving support requirements. The more reliable a system, the less need for
support. If reliability could be taken to the extreme, 100% reliability (zero failure rate), a system would never
require any maintenance. No spares would need to be bought nor would any test equipment or maintenance
facilities be necessary. The only maintenance people who would be needed would be those involved with servicing,
cleaning, and other non-failure related tasks. Understanding the reliability characteristics of a system, its
subsystems, and components is essential in using a Reliability-Centered Maintenance approach for developing a
preventive maintenance program. For information on applying RCM to C4ISR facilities, see TM 5-698-2.

(3) Reliability affects safety. Although safety focuses more on preventing failures from causing serious
consequences to human operators, maintainers, and bystanders, and reliability focuses more on preventing the
failures themselves, safety and reliability are related. Many of the analyses performed for safety are similar to, can
use the inputs from, or provide information for many reliability analyses.

(4) Reliability is one of the three factors determining availability. A perfectly reliable system would always be
available for use. The availability would be 100%. Given that perfect reliability is impractical and unachievable,
availability will always be less than 100%. However, availability is also affected by two other factors: the speed at
which a repair can be made (a function of design referred to as maintainability), and the support system (number of
spares, ability to get spares to where they are needed, etc.). If repair could be conducted in 0 time (another
impracticality), availability would be 100%. Thus, availability, like reliability is bounded — it cannot be greater than
100% or less than 0. Different combinations of reliability and maintainability can yield the same level of
availability. See appendix B.

(5) Reliability significantly affects life cycle costs. As already stated, reliability affects support requirements,
and thereby support costs. The higher the reliability, the lower the support costs. However, achieving high levels of
reliability requires investment during acquisition. For instance, high reliability can require hi-rel parts, require
special production lines, close quality control, screening of all parts, and carefully controlled production
environments. Therefore, trades must be made between cost of ownership and cost of acquisition in order to keep
total cost, life cycle cost, as low as possible consistent with mission requirements.
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CHAPTER 2
RELIABILITY AND ITS MATHEMATICAL FOUNDATIONS

2-1. Reliability as an engineering discipline

Reliability is a measure of a product's performance that affects both mission accomplishment and operating and
support (O&S) costs. Too often we think of performance only in terms of speed, capacity, range, and other
"normal" measures. However, if a product fails so often (i.e., poor reliability) that it's seldom available, speed,
range, and capacity are irrelevant. Reliability is very much like these other performance parameters, however, in a
very important way. Reliability results from a conscious effort to design for reliable performance and to ensure that
manufacturing processes do not compromise the "designed-in" level of reliability.

a. Designing for reliability. Perfect reliability (i.e., no failures, ever, during the life of the product) is difficult if
not impossible to achieve. So even when a "good" level of reliability is achieved, some failures are expected. To
keep the number of failures, especially those that could result in catastrophic or serious consequences, designers
must conduct analyses, use good design practices, and conduct development tests.

(1) The designer has many analytical methods for identifying potential failure modes, determining the
probability of a given failure, identifying single-point and multiple failures, identifying weaknesses in the design,
and prioritizing redesign efforts to correct weaknesses. More traditional analytical methods are being complemented
or, in some cases, replaced by computer simulation methods.

(2) Some designs are more reliable than others. The most reliable designs tend to be simple, be made with
parts appropriately applied, be robust (i.c., tolerant to variations in manufacturing process and operating stresses),
and be developed for a known operating environment.

(3) Although designers may apply many analytical tools and design techniques to make the product as reliable
as necessary, these tools and techniques are not perfect. One way to compensate for the imperfections of analysis
and design techniques is to conduct tests. These tests are intended to validate the design, demonstrate functionality,
identify weaknesses, and provide information for improving the design. Some tests are conducted specifically for
verifying reliability and identifying areas where the reliability can or must be improved. Even tests that are not
conducted specifically for reliability purposes can yield information useful in designing for reliability.

b. Retaining the "designed-in" level of reliability. Once a design is "fixed," it must be "transformed" to a real
product with as much fidelity as possible. The process of transforming a design to a product is manufacturing.
Building a product involves processes such as welding and assembly, inspecting materials and parts from suppliers,
integrating lower-level assemblies into high-level assemblies, and performing some type of final inspection. Poor
workmanship, levels of part quality that are less than specified by the designer, out-of-control processes, and
inadequate inspection can degrade the designed-in level of reliability. To ensure that manufacturing can make the
product as it was designed, manufacturing/production engineers and managers should be involved during design. In
this way, they will know if new equipment or processes are needed, gain insight into the type of training needed for
the manufacturing/production personnel, potential problems, and so forth. They can also help the designers by
describing current manufacturing/production capabilities and limitations.

2-2. Mathematical foundations: probability and statistics

Reliability engineering is not equivalent to probability and statistics or vice versa. One would never equate
mechanical engineering with calculus — mathematics only provides the basis for measurement in engineering. To
quote William Thomson, Lord Kelvin, "When you can measure what you are speaking about, and express it in
numbers, you know something about it; but when you cannot measure it, when you cannot express it in numbers,
your knowledge is of a meager and unsatisfactory kind: it may be the beginning of knowledge, but you have

21



TM 5-698-3

scarcely, in your thoughts, advanced to the stage of science." Probability and statistics are the mathematical
foundation of reliability.

a. The mathematics of reliability. Probability and statistics constitute the mathematics of reliability engineering.
They allow us to express our discipline in numbers, thereby making a science of what would otherwise be "opinion."
But, they do not constitute the whole of reliability engineering. Far from it. One would not expect a mathematician
to design an aircraft. Likewise, one should not expect a statistician to design a reliable product.

b. Probability. Probability had its beginnings in gambling. Whether playing cards or throwing dice, a player has
always wanted to increase his or her chances of winning. In any game of chance, a certain level of uncertainty
exists, often indicated by the odds. The higher the odds, the higher the degree of uncertainty.

(1) The odds that a toss of an honest coin will be heads or tails (ignoring the extremely unlikely event of the
coin landing on its edge) are 1 in 2, or 50%. In the language of probability, we can say that the probability of
tossing a head is 0.5, as is the probability of tossing a tail. Now it is possible to toss 2, 3, or even more heads in a
row with an honest coin. In the long run, however, we would expect to toss 50% heads and 50% tails.

(2) The reason that the probability of tossing a head or a tail is 0.5 is that there is no reason that either outcome
should be favored. Thus, we say that the outcome of the coin toss is random, and each possible outcome, in the case
of a coin there are two, is equally likely to occur.

(3) A coin toss is perhaps the simplest example that can be used to describe probability. Consider another
gambling object — the die. Rolling an honest die can result in one of six random events: 1,2, 3,4, 5, or 6. The
result of any single roll of the die or toss of a coin is called a random variable. Since both a coin and a die have a
limited number of outcomes, we say that the outcome is a discrete random variable. 1f we call x the value of this
discrete random variable for a roll of the die or toss of a coin, then the probability, or likelihood, of x is f(x). That is,
the probability is a function. For the coin, f(heads) = f(tails) = 0.5. For the die, f(1) = f(2) = f(3) = f(4) = f(5) = {(6)
=1/6=10.167, or 16.7%.

(4) More complicated examples can, of course, be given of calculating probability in gambling. Take, for
example, an honest deck of 52 cards. The probability of drawing any given card, the ace of spades, for example, is 1
in 52, or 1.92%. To calculate the probability of drawing another ace, given that we drew an ace of spades the first
time requires some thought. If we have drawn an ace of spades, only three aces remain and only 51 cards.
Therefore, the probability of drawing another ace of any suit (except for spades, of course) is 3 in 51, or 5.88%. The
probability of drawing an ace of spades and one other ace is, therefore, 1.92% x 5.88% = 0.11%.

(5) For discrete random variables, such as the outcome of a coin toss or roll of a die, the random events have
an underlying probability function. When there are an infinite number of possible outcomes, such as the height of a
person, we say that the random variable is continuous. Continuous random variables have an underlying probability
density function (pdf). A pdf familiar to many people is the Normal or Gaussian. It has the familiar bell-shaped
curve as shown in figure 2-1. This distribution can be applicable even when some of the possible value can be
negative as shown in the figure. The Normal distribution is symmetrical, with half of the possible values above the
mean value and half below. For example, the average or mean height of an American male, a continuous random
variable, tends to be Normally distributed, with half of the men taller than some mean (e.g., 5 feet-9 inches) and half
shorter. Appendix A describes some of the pdfs most used in reliability calculations.

(6) The probability of an event is bounded — it can never be greater than 1 (absolute certainty) or less than 0
(absolute uncertainty). As we have seen, if one rolls a die, the probability of any possible outcome is 1/6. The sum
of the probabilities of all possible outcomes (1/6 + 1/6 + 1/6 + 1/6 + 1/6 + 1/6) is 1. This is true for discrete and
continuous random variables. For this reason, the area under the pdf for a continuous random variable is 1. One
way of calculating the area under any curve is take the integral. So the integral of the pdf over the complete range of
possible values is 1.
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Figure 2-1. Graph of the normal or gaussian probability density function.

c. Statistics. One definition of statistics is "a numerical characteristic of a sample population." If the sample
population is all males in America, then one statistic, or numerical characteristic of that population, is the average or
mean height, assuming that the height is Normally distributed. So the parameters of a population from which we
might draw a sample are called statistics. Statistics include means, averages, medians, modes, and standard
deviations.

(1) Since we seldom can measure an entire sample population, we can never be absolutely sure of the
probability distribution. Hence, we draw a sample from the population. We do this for many purposes, and
examples include exit polls during an election and opinion polls. On the basis of the sample, we attempt to
determine the most likely probability distribution of the population from which the sample was drawn, and the
numerical characteristics of the population. Paragraph 2-4 will discuss sampling in more detail.

(2) Probability and statistics are used to measure reliability. Hence, we can talk about the probability of an
item failing over a given time under stated conditions. Or we can talk about mean life or mean time to (or between)
failures. Chapter 3 will discuss the various measures of reliability and how they are determined.

2-3. Reliability

Having some background on probability and statistics, we can now discuss reliability in more detail than was given
in chapter 1.

a. Mission success probability. Reliability is defined as the probability that an item will operate for some period
of time within some limits of performance. Reliability is then expressed as a decimal fraction of the number of
times that the item will operate for the full mission time. Like the mean for a normally distributed population which
states that 0.50 of the population are more than or less than this mean value, this reliability value expresses the
decimal fraction of a population of equipment that could be expected to operate for the full mission time. The actual
operating time for a single item within a system can be greater or less than the mission time. The reliability value
only expresses the probability of completing the mission. To arrive at this figure, however, the basic underlying
probability distribution is needed. When the underlying probability distribution is the exponential distribution,
reliability is equal to e (the base of natural logarithms) raised to the negative power of the failure rate times the time,
or R(t) = ¢™, where X is the failure rate.

b. MTBF. Earlier we looked at the probability distribution of the height of a large group of American males. The

assumed distribution was the normal distribution and the average height was the mean or expected value. If we had
considered the operating times to failure of a population of equipment, instead of the height of men, and if these

2-3



TM 5-698-3

times were normally distributed, then the expected value of the time to failure of a single equipment would have
been the mean of the times to failure, or Mean Time to Failure (MTTF). If the equipment were reparable and we
had considered the operating times between failures of a population of equipment, then the expected value of the
time between repaired failures would have been this mean, commonly described as Mean Time Between Failure,
MTBF. Thus, reliability can be defined in terms of the average or mean time a device or item will operate without
failure, or the average time between failures for a reparable item. For the exponential distribution, MTBF or MTTF
is equal to the inverse of the failure rate, A.

(1) Note that, like the average height of males, the MTBF of a particular system is an average and that it is
very unlikely that the actual time between any two failures will exactly equal the MTBF. Thus, for example, if a
UHF receiver has an MTBF of 100 hours, we can expect that 50% of the time the receiver will fail at or before this
time and that 50% of the time it will fail after this time (assuming a Normal distribution).

(2) Over a very long period of time or for a very large number of receivers, the times between failures will
average out to the MTBF. It is extremely important to realize that an MTBF is neither a minimum value nor a
simple arithmetic average.

2-4. Sampling and estimation

If we could measure the height of every male in America, we would know the exact mean height and the amount of
variation in height among males (indicated by the "spread" of the Normal curve). Likewise, if we could observe
how long a population of non-repairable valves, for example, operated before failing, we would know the exact
mean time to failure, could determine the exact underlying pdf of times to failure, and could calculate the probability
of the valves failing before a certain time. We seldom have the luxury of measuring an entire population or waiting
until an entire population of parts has failed to make a measurement. Most of the time, we want to estimate a
statistic of the population based on a sample.

a. Unbiased sample. When taking a sample, it would be possible to skew the results one way or the other,
purposely or unintentionally. For example, when taking an opinion poll to determine what percentage of Americans
are Republicans, you could take a poll of those leaving the Republican convention. Obviously, such a sample would
be biased and not representative of the American population. You must have an unbiased sample. The same
principle holds when trying to assess the reliability of a population of valves, for example, based on a sample of the
population of valves.

b. Estimating a statistic. Once we have an unbiased sample, we can estimate a population statistic based on the
sample. For example, we can select a sample of 1,000 valves, test them to failure, determine the underlying
distribution of times to failure, and then calculate the reliability as the mean life of the sample. We then use this
value of mean life as an estimate of the mean life of the population of valves. Again, we are assuming that the
sample is representative of the population. The process of estimating the reliability of an item is usually called
prediction and will be addressed in chapter 3.
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CHAPTER 3

RELIABILITY PREDICTION

3-1. Introduction to reliability prediction

It is unfortunate that the term "prediction" was ever used in connection with assessing the reliability of a design or
product. Prediction has connotations of reading tea leaves or Tarot cards, or gazing into a crystal ball. Even if one
compares reliability prediction to weather prediction, those unfamiliar with reliability but all too familiar with
weather reports will form an uncomplimentary opinion of reliability prediction. A reliability prediction is nothing
more than a quantitative assessment of the level of reliability inherent in a design or achieved in a test model or
production product.

3-2. Uses of predictions

Although prediction is the subject of much controversy and debate, few people question the need to quantitatively
assess the reliability of an item. Predictions are need for several reasons.

a. Evaluate alternatives. In creating a design, the engineer must decide on which parts, what materials, and, in
coordination with the manufacturing/production engineers, the types of processes that will be used. Many factors
influence these decisions, including costs, established lists of qualified parts and suppliers, existing
manufacturing/production capabilities, and so forth. Reliability must also be a factor in selecting parts, materials,
and processes. It is not necessary to always select the most reliable alternative. For example, it is not as important
to use extremely reliable, and therefore expensive, parts, as it is to properly apply the parts that are selected. By
using what is known as robust design techniques, even modestly reliable parts can be used in products where high
reliability is required. Predictions assist in the process of evaluating alternatives.

b. Provide a quantitative basis for design trade-offs. In designing any product, but especially when designing
complex systems such as those used by the military, it is seldom if ever possible to optimize all aspects of the
product. It has been said that systems engineering is a process of compromises, in which individual performance
parameters or characteristics may be sub-optimized to optimize the overall product performance. For example, a
structure may need to be as light as possible but have extremely good fatigue characteristics and carry very high
loads. These requirements conflict — maximizing any one may compromise another. Reliability is just one of many
product requirements that must be considered in design trades. The most common trade is with the design
characteristic of maintainability. That is, it may be possible to relax a reliability requirement if the time to repair can
be decreased, thereby yielding the required level of system availability. Predictions help us make such trades on a
quantitative basis.

c. Compare established reliability requirements with state-of-the-art feasibility. All too often, a requirement is
levied on a supplier without determining if the requirement is realistic. Consequently, much time and resources are
spent trying to achieve what is inherently unachievable. Although it is natural to want products and systems that are
as reliable as possible, we must concentrate on the level of reliability that is needed, to stay within schedule and
budget constraints. This level is the one that is dictated by mission and life cycle cost considerations, is achievable
given the state of the art of the technology being used, and is consistent with the other system performance
requirements. Predictions allow us to assess the feasibility of a requirement.

d. Provide guidance in budget and schedule decisions. Assessing the reliability of a design throughout the design
process helps to determine if budgets and schedules are sufficient or, on the other hand, determine if we can achieve
the required level of reliability within budget and schedule constraints. Early estimates of reliability can be
important inputs into determining a program budget and schedule.
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e. Provide a uniform basis for proposal preparation, evaluation, and selection. When multiple sources are
available to bid on a new product or system contract, the customer must be able to select the best supplier.
Obviously cost is one way of choosing between suppliers, provided all the suppliers can design and build a system
with the required performance with the same level of program risk. By making reliability a requirement and asking
suppliers to describe how they plan to achieve the required level of reliability and provide early predictions,
suppliers have a basis for preparing their proposals. The customer, in turn, has a basis for evaluating each proposal
for the level of risk, and in selecting the "best value" supplier. Of course, reliability is just one consideration in
source selection.

f. Identify and rank potential problem areas and suggest possible solutions. In the course of design and
development test, many problems will emerge. Some of these will be critical and the program cannot proceed until
and unless they are solved. Many others, however, will not fall into this "critical" category. With limited time and
resources, the issue is to prioritize these problems. Using predictions to determine which problems contribute most
to unreliability facilitates the prioritization process.

g. Provide a basis for selecting economic warranty period. For many products, warranty is an important subject.
Although most commonly associated with commercial products, some military systems and equipment is procured
with a warranty. The cost of the warranty is included in the price of the product of system. The question that the
supplier must address is how much to charge for the warranty and for how long a period to warrant the product.
Predicting the reliability is an important method for projecting the number of returns or claims under the warranty
(using past experience is another method). Based on the number of projected claims, and the reliability as a function
of time, the optimum warranty period, as well as the price, of the warranty can be determined.

h. Determine spares requirements. Whether it is one's personal automobile or the power generation system in a
C4ISR facility, failures will occur. The failed items must be repaired or replaced. The latter requires spare parts or
assemblies. In addition, some items will be replaced on a regular basis, as part of a preventive maintenance
program. Again, spares are needed. Predictions play an important role in determining how many spares of each
type are needed.

3-3. The basics

When designing a new product or system, it is difficult, impractical, and sometimes impossible to predict the
reliability of the entire product in one step. It is more common to predict the reliability of individual subsystems,
assemblies, or even parts and then to "sum" up the individual reliabilities to assess the overall product reliability. It
is very much like estimating the weight of a product. One would first estimate (or perhaps know from past
experience or from supplier specifications) the weights of all the individual items that make up the product. By
summing them up, the weight of the product can be estimated. Of course, as we will see, the process of "summing"
individual reliabilities is more complicated than simply adding the reliabilities together.

a. Hazard function. The probability that an item will fail in the next instant of time, given that it has not yet
failed, is called the hazard function, which is the probability of failure as a function of time. For parts that wear out,
gears for example, the hazard function increases with time. That is, the probability of failure is continuously
increasing with time. For many items that do not wear out, the hazard function is constant with time. A system
under development, for which design improvements are being made as a result of failures found during test or
analysis, will have a decreasing hazard function. A system that is used beyond its designed useful life will begin to
exhibit an increasing hazard function.

b. Failure rate. If the hazard function is constant, the probability of failure is constant over time. In such cases,
it is commonly to use the term "failure rate" instead of hazard function. The hazard function is constant when the
times to failure follow the exponential probability density function (pdf). It is also true that systems tend to behave
as if the times to failure are exponentially distributed even if some parts within the system do not (i.e., they wear
out). The reason is that systems are made up of may different types of parts, each type having its own underlying
pdf for times to failure. As a result, the system behaves as if it has a failure rate, the inverse of which if the mean
time between failure (MTBF). Of course, this is true only if the system is not under development (decreasing hazard
function) or being used beyond its useful life (increasing hazard function).
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. Basic reliability versus mission reliability prediction. Many parts or assemblies in a system do not affect the
system's ability to perform one or more of its functions. For example, the loss of one pump will not affect fluid flow
if there is another pump that can take over. Even though the mission can be performed, the failed pump must be
repaired (or replaced). Otherwise, another failure (of the other pump) will result in a mission failure. When we are
interested in all failures, to determine spares and maintenance labor requirements, for example, we are addressing
basic reliability, also called logistics reliability. When we are interested in only those failures that cause the mission
to fail, we are addressing mission reliability. This distinction is important for many reasons. One of these, as we
will see, is that the methods used for increasing mission reliability can actually cause basic reliability to decrease.

d. Prediction iteration. Reliability prediction for an individual component or an entire system is a process. Just
as the design of a system evolves, with the designer going from a functional requirement to the physical solution, so
the reliability prediction must evolve. Initially, data may not be available and predictions methods are based on
similarity or generic part failure rates. As data becomes available, methods that capitalize on the data should be
used. During design, this data will be the type, quantity, and quality of parts used, the manner in which the parts
interface, the method of assembly and production, and the operational environment. As prototype/test products are
available, actual operation/failure information can be gained from testing. Each iteration of the reliability prediction
builds on previous work, adding the benefit of current information. The original estimate is very general, based on
broad observations and is, therefore, itself very general. Each subsequent prediction, however, is based on more
specific information, builds on the previous information, and the amount of uncertainty associated with the
prediction decreases. After the demise of a system, the total failures, operating hours, etc., could be actually counted
and the final and actual reliability calculated. In a very real sense then, we can visualize the prediction process as
progressing from very crude estimates to an exact number. Seldom, however, can we extract every single bit of
required data for even a retired system. Even when it is possible, such an exact number only serves as the broad
basis to predict the reliability of a new, similar system. During the development and acquisition of a new system,
we must recognize the uncertainty associated with any estimate.

3-4. Prediction method

A prediction can be made using a variety of methods, each with its own set of constraints and advantages. No one
method is applicable for a product throughout its life cycle. A discussion of some of the most widely used and
accepted methods follows. Examples of methods a. through e. are given in appendix C.

a. Parts count. This method uses the failure rates of the individual elements in a higher-level assembly to
calculate the assembly failure rate. Note that in using failure rates, we are implicitly assuming that the times to
failure are exponentially distributed. In using the parts count method, it is important that all portions of the higher-
level assembly are used in and exposed to the same environment. The failure rates used can be based on first-hand
experience and observation but are often the rates for generic part types. These generic failure rates are available
from various sources, such as the Reliability Analysis Center, for a wide range of electronic and mechanical parts.
As discussed in Paragraph 3-4e, these rates often are a cumulative average and the actual hazard function is not
constant.

b. Similarity analysis. 1f a new product or system is being developed that is similar to a current product or
system, the reliability prediction for the new product or system can be based on the current one. Of course, some
"adjustments" must be made to account for any differences in the technology being used, the way in which the
product will be used, and any differences in the operating environment. Although such adjustments are not exact,
similarity analysis is a good way to obtain a very early estimate of the level of reliability that can be expected. Even
if the entire product is not similar to an existing one, subsystems or assemblies may be. Often, a specific pump,
generator, or other component will be used in different systems. If the operating environment and usage is similar,
then the reliability of the component in one system should be similar to the reliability in another system.

c. Stress-strength interference method. This method can be used to obtain a point estimate of reliability for an
unlimited number of mechanical components. Stress and strength are treated as random variables defined by
probability density functions (pdfs). As shown in figure 3-1, the curves for the two pdfs overlap forming an area of
interference. (Note that although the curves shown in the figure are of two Normal distributions, the actual pdfs for
stress and strength can be any distribution.) The interference is equal to the unreliability (i.e., a weak part meeting a
high stress).
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Figure 3-1. The area of interference in the stress-strength interference method is the probability of failure (the
unreliability).

d. Empirical models. Models and formulas are available for many components that are based on actual data
observed over a range of conditions. These models are sensitive to and only valid for the primary variables causing
failure. A point estimate of reliability can be obtained at points of interest, allowing design trade-offs to be made
early in the design phase. Table 3-1 describes two of the more common empirical models used today.

Table 3-1. Two empirical models for predicting reliability

Model Type Equation or Model Notes

K B¢ is the number of revolutions at which 90% of a

Bearing Life C 6 ) population of bearings would survive. C is the load rating

Prediction BIO - (_j X107 revolutions and K is a factor that varies depending on the type of
bearing. C and K come from the manufacturer's literature.

Curves are available for many ferrous and non-ferrous
alloys, can reflect the effect of surface hardening, crack
growth rate, effects of environmental stress variables, stress
risers (e.g., holes), etc.

Fatigue Curves that indicate fatigue life of a
Curves material in number of stress cycles
before failure.

e. Failure data analysis. When data are available from test or form field use, the data can be used to assess the
reliability of the item. When the data are for part failures, a valve for example, and the times to each failure have
been collected, Weibull analysis can be used. The Weibull is a probability density function developed by a Swedish
engineer Waloddi Weibull, who was studying fatigue failures. Weibull analysis is a powerful tool that can be used
when the underlying distribution of the times to failure are actually Weibull, Normal, or exponential. It can be used
when a lot of test or operating time has been accumulated but very few failures have been observed. Often, the
times to failure are not known. In this case, we will know only the total time accumulated and the total number of
failures. This type of data is called grouped data. Using grouped data, an average failure rate, the total number of
failures divided by the total time, can be used. This rate actually represents a cumulative average that is valid for the
time period over which the data were collected. If the hazard function for the part is actually increasing, the
cumulative average will change depending on the period of interest. Figure 3-2 illustrates how grouped data is used
to calculate a cumulative average failure rate.
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Failure rate 1 is the average over t; to t,. Failure rate 2 is the average over t; to t;.

Figure 3-2. The relationship of the average cumulative failure rate and the actual hazard function for a part.

f. Trending. When monitoring the reliability of systems under development or in use, it is useful to determine if
the system reliability is staying the same, getting worse, or improving. During development, as the design matures,
one would expect the reliability be improving. As a system approaches the end of its useful life, one would expect
the system reliability to start degrading. Between the end of design and the end of the useful life, one would expect
the reliability to stay the same. It will stay constant unless some change is made. The change could be a change in
the way the system is used, a change in a manufacturing process or source of a part or assembly, or a change in the
competency level of the operators or maintainers. Many techniques exist for performing trending. One of these will
be discussed in chapter 6.

3-5. Reliability modeling

Parts and assemblies can be connected in several different configurations. A reliability model is a way of depicting
the connections from a reliability perspective. The most common modeling approach used today is the Reliability
Block Diagram (RBD). The RBD consists of three basic types of building blocks: series configurations, parallel
configurations, and combinations of series and parallel configurations.

a. Series configuration. The simplest way to think of a series configuration is as a chain. Just as a chain is only
as strong as its weakest link, so the reliability of a series configuration is limited by the least reliable element in the
series. For example, if a road crosses three bridges, the loss of any one bridge will prevent traffic from moving.
Figure 3-3 shows a simple series configuration and how the system reliability is calculated using the reliability of
each element.

System
I |

ot Ry() Ra(t) R3(t) I T
|
|

—_-— e o o . O O e S O O e e e e e e e s o

R System(t) = Rl(t) X RZ(t) X R3(t)

Figure 3-3. The reliability of a system when all the elements in the system are in series is the product of the
individual reliabilities.

b. Parallel (or redundant) configuration. In a parallel configuration, two or more alternate paths are available for
performing a function. Consider the following example. If a road comes to a river that has three bridges over it,
traffic can cross over any of the bridges, and any one bridge is sufficient to carry the amount of traffic that crosses
each day, then all three bridges would have to fail before traffic would stop. The three bridges are said to be in
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parallel configuration, and this configuration is obviously more reliable than a series configuration, in which the
failure of only one bridge will cause the flow of traffic to stop. Many types of parallel configurations can be used.
Brief descriptions of three of these configurations follow.

(1) Active parallel configuration (redundancy): all elements are on all of the time that the system is on and are
immediately available to take over the function in the event any one element fails. The easiest way to calculate the
reliability of the configuration is to determine the probability of all failing, and then to subtract this probability from
1. See figure 3-4.

System

R system(t) = 1- ([1-Ry()] x [1-Ra(1)] x [1-R3()])

Figure 3-4. In an active parallel configuration, the system reliability is calculated by multiplying the unreliability of
the elements and subtracting the product from 1.

(2) Standby parallel configuration (redundancy): one element is performing the necessary function and
another element must be switched on in the event of failure. In this configuration, there must be some method for
detecting a failure and switching in the parallel element. Since the switch can fail, this configuration introduces
additional opportunities for failure. The other element may be operating or not. If it is not, then the switching
capability must also include some way of powering the inactive element on. Figure 3-5 shows this configuration
with the reliability calculation when the switching is perfect (i.e., reliability of the switch is 100%), the standby
elements are unpowered, and the times to failure for each of the elements are exponentially distributed (i.e., constant
hazard function).

Rsysem(t) = €™ + Ate™ + .5(At)%e™

Figure 3-5. Calculating the reliability of a parallel configuration with perfect switching, unpowered standby
elements, and constant hazard function for each parallel element.
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(3) k of N parallel configuration (redundancy): several elements are in parallel and two or more (but less than
all) of the elements are needed to perform the function. See figure 3-6.
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Figure 3-6. Calculating the reliability of 'k of N parallel elements of equal reliability.

c. Combined configuration. Any combination of series and the various parallel configurations is possible. To
calculate the system reliability, first calculate the reliability of each individual configuration. The result is a series
configuration for which the reliabilities can be multiplied to find the system reliability. See figure 3-7 for a simple
example of a combined configuration.

I___________ ______iSystem
| |
o—j— Ri(®) Ra(t) Rs(t) Ri(t) |t
| |
| Re(t) |
e e e e e e e e e e e

R parattel(t) = 1- ([1-Ry(D)] x [1-Rs()] x [1-Re(D)])
i'___________________l
o——7p— RO Ry(t) Rparattel(t) R(t) —:——0
e |

R System(t) = Rl(t) X RZ(t) X RParallel(t) X R7(t)

Figure 3-7. Calculating the reliability of a combined configuration.
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CHAPTER 4

DESIGNING FOR RELIABILITY

4-1. Establish and allocate requirements

For a new product or system, developing requirements is the first step, whether the requirement is reliability or any
other performance characteristic. Requirements must be realistic. They should be derived from the customer's or
user's needs (the mission), economic considerations (life cycle cost), and other factors. For guidance in addressing
the reliability and availability of C4ISR facilities during design and in operation, see TM 5-698-1.

a. Deriving requirements. Many ways of deriving reliability requirements are used. Some are based on
achieving incremental improvements in each successive model of a product. Others are derived from sophisticated
simulations that model the way in which the system will be used. Still others, benchmarking for example, are based
on staying competitive with other suppliers. It is important to note that customers often state reliability requirements
in a way that is not directly usable by designers. Also, designers do not always have direct control over all of the
factors that influence the reliability that will be achieved in use.

(1) Customers and system users often think not of reliability, but of availability — how often the system will be
available for use — or a maximum number of warranty returns. It is difficult for designers to work directly with
these types of requirements. Consequently, a "translation" must be made to convert these higher-level requirements
to design measures, such as probability of failure or MTBF. For example, if availability is the customer's
requirement, many combinations of reliabilities and repair times will result in the required availability.

(2) The reliability achieved for a system in use is affected not only by the design and manufacturing processes,
but also by the skill and experience of the operators and maintainers, and by changes in the way the system is
operated. Designers may not be able to control all of these factors. For example, designers can consciously attempt
to minimize the possibility of failures being induced during maintenance but cannot prevent all such failures from
occurring. However, the design requirement can be "adjusted" so that even with some reasonable number of
maintenance-induced failures, the reliability in actual use will meet the customer's needs. This adjustment means
that the design requirement must be higher than one would first imagine.

b. Allocating requirements. Customers and users usually state the reliability requirement (or a high-level
requirement having reliability as a key element) at the product or system level. For example, the reliability for an
electrical power generation system might be 99.9% for a given power level into a given load for a stated period of
time. But what should be the reliability requirement for a transformer used in the system?

(1) To better understand the reliability allocation process, consider how weight is treated. If a maximum
weight is specified for a system, each element of the system must be assigned a weight "budget" that the designers
must meet. If, for example, a system consists of 5 elements A through E and the system weight must be no more
than 2,000 Ibs., we might assign budget as follows: A - 200 Ibs., B - 500 Ibs., C - 350 Ibs., D - 400 Ibs., and E - 550
Ibs. The sum of the element weights must, of course, add up to no more than the maximum system weight. The
assignment of the budgets would be made on past experience or some other logical basis.

(2) The allocation of a system reliability requirement is similar to the assignment of weight budgets. The idea
is to assign reliability requirements to lower levels of indenture within the system such that if the lower-level
requirements are met, the system requirement will be met. For example, if the system reliability for a 10-hour
mission is specified as 95%, and the system is made up of three major subsystems A, B, and C, then R, x Rg x Rc
must be equal to 0.95.

(3) Several methods are used to make reliability allocations. These include the Equal Allocation Method, the

ARINC Method, and the Feasibility of Objectives Method. These and other methods are described in several of the
references listed in appendix A.
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4-2. Develop system reliability model

Early in the development of a new system, a reliability model must be developed. The most commonly used model
is the reliability block diagram (RBD) discussed in chapter 3. The process for modeling a system for reliability
purposes consists of three steps.

a. Select system. Define the specific system to be modeled. This definition includes the exact configuration and,

if appropriate, the block or version.

b. Construct functional block diagram. The functional relationships among the parts, assemblies, and subsystems
must be understood because reliability deals with functional failures. In fact, failure is usually defined as the loss of

a function. The functional block diagram shows inputs and outputs but does not necessarily depict how the system
elements are physically connected or positioned. Figure 4-1 shows an example of a functional block diagram.

_> Temperature & Pressure Readout

Automatic Pressure & Temperature Sensor Qutput
Shutdown Instruments Air Pressure Relief
= and Monitors 4
I Signals (Temperature &
Qil Pressure)
|
LTI LIl
: Electrical : _Flectric Power > Torque (at 3510 RPM) High
: Control E - - Motor 4 | Compressor Pressure
TIIITIII L 440V’3Phase Air
Cooling & T A
—J»| Moisture
Separation Cooled &
wEssEEEEEEEEEEEEEEEEE Dried Air
. . Cooled
. Salt to Fresh - Oil
: Water Exchange . Fresh Water L oil
. . Lubricatio

Figure 4-1. Example of a functional block diagram.

c. Construct reliability block diagrams as necessary. 1t is often impractical to develop one RBD for the entire

system that has all subsystems, assemblies, and parts. A single RBD for an entire C4ISR facility would be huge and

unmanageable. More commonly, RBDs are developed for lower-level portions of the system, such as the
subsystem, assembly, and even part level. The reliability of each of these portions can then be assessed and used in
a system assessment. Figure 4-2 illustrates this process.




TM 5-698-3

Part C
Part A Part B - Part D Part E Part F
— ] M -
- RBD,, used to assesses the reliability of assembly 2

RBD,, used to assesses the reliability of assembly 1

—— Assembly 1 Assembly 2 +——

RBD;, used to assesses the reliability of subsystem I. Similarly, the reliabilities of subsystems II, II1, . . .
N can be determined. The system reliability would then be determined from the subsystem reliabilities.

Figure 4-2. An example of how lower-level RBDs are used to assesses the reliabilities of assemblies. The resulting
assembly reliabilities are used in an RBD of a subsystem made up of the assemblies. This process can be repeated
until the system reliability can be assessed.

4-3. Conduct analyses

A variety of analyses can be used in designing for reliability. Table 4-1 lists the titles and purposes of some of these
analyses.

a. Related analyses. Many analyses are conducted for reasons not specifically stated as reliability, such as safety
and structural integrity. However, many of these analyses directly or indirectly support the effort of designing for
reliability. Designers should always have the objective of using the results of analyses for as many purposes as
practical. An integrated systems approach facilitates extracting as much benefit from all analyses (as well as tests).

Table 4-1. Typical reliability-related analyses and their purposes

Analysis Purpose
Dormancy Analysis Used to calculate failure rates of devices while dormant (e.g., storage).
Durability Assessment |Used to confirm a design life for a product. It is more effectively applied earlier in
development to ensure that design life is adequate.
Failure Modes, Effects, | Used ideally as a design and assessment tool to understand and alleviate failure
and Criticality Analysis | consequences, it can also be an independently applied tool to check that certain failure
consequences are avoided. A qualitative measurement.

Fault Tree Analysis Used ideally as a design and assessment tool to understand and alleviate failure

(FTA) consequences, it can also be an independently applied tool to check that certain failure
consequences are avoided. A qualitative measurement.

Finite Element FEA is a computer simulation technique used for predicting material response or behavior

Analysis (FEA) of modeled device, determining material stresses and temperature, and determining

thermal and dynamic loading.

Sneak Circuit Analysis [Used ideally as a design and assessment tool to discover unintended paths and functions, it
(SCA) can also be an independently applied tool to check that certain failure consequences are
avoided. A qualitative measurement.

Thermal Analysis (TA) |Used to calculate junction temperatures, thermal gradients, and operating temperatures.
Worst Case Circuit A tool used to effectively assess design tolerance to parameter variation, it can also be
Analysis (WCCA) used as an independent check of the susceptibility to variation.
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b. The Role of the designer. In some cases, designers will and should be directly involved in performing a given
analysis. Other individuals may perform specific and highly specialized analyses. In any case, it is important that
the designers understand the purpose and benefit of each analysis, and "buy in" to the need for conducting the
analysis.

4-4. Design for reliability

Achieving the required level of reliability begins with design. Some key issues that must be addressed during design
are control of parts and materials, use of redundancy, robust design, design from the environment, designing for
simplicity, and configuration control.

a. Control selection of parts and materials. Part of the design for reliability process is the selection of parts and
materials. In selecting parts and materials, the designers must consider functionality, performance, reliability,
quality, cost, producibility, long-term availability, and other factors.

(1) When possible, standard parts and materials having well-established characteristics should be preferred to
non-standard or newly developed parts and materials. For some products or use environments, the anticipated
stresses are so low that any commercially available part may be acceptable. In such cases, parts control may consist
entirely of configuration management (knowing what parts are used) and ensuring that they are obtained from a
reputable source. In other cases, the stresses that will be encountered by the product may eliminate many types of
parts or mandate certain application criteria (e.g., derating). In addition, some types of parts may be obsolete before
the product is delivered. In these cases, parts control should be more extensive and rigorous.

(2) After selecting the appropriate part it should be applied in a conservative manner (a process called
derating). Using a part at its maximum capability increases the failure rate and does not allow for transients or
overloads. Just how conservatively a part may be used depends on factors such as cost, mission criticality, and
environment, which cannot be generalized.

b. Use redundancy appropriately. You will recall that components or subsystems connected in parallel must all
fail in order to have system failure. This addition of components or subsystems in parallel is termed redundant
configurations. Simply stated, redundancy provides alternate paths or modes of operation that allow for proper
system operation. Redundancy has some drawbacks, however, and cannot be blindly used. Adding parallel items
increases weight and cost. It increases complexity. Finally, redundancy does nothing to increase the reliability of
individual items, only the system-level mission reliability. It actually decreases basic reliability. Thus, more
failures (albeit not mission failures) will occur requiring repair or replacement, driving up support costs.

c. Use robust design. A robust system design is one that is tolerant of failures and occasional spikes in stresses.
One way to achieve a robust design is to use Design of Experiments to determine which parameters are critical and
then to optimize those parameters. Another method involves the use of Highly Accelerated Life Testing (HALT).
HALT requires successively higher stresses to be applied during test and making design changes to eliminate the
failures observed at each level of stress. The magnitude of the stresses is not intended to represent actual use but to
force failures. Using HALT results in "over-designed" systems and products, but over-design may be warranted in
critical applications.

d. Design for the environment. Without an understanding of the environment to which a system will be exposed
during its useful life, designers cannot adequately design for or predict reliability. The process of understanding a
system's environment is referred to as environmental characterization. The environment includes not only the
operating environment but also all other environments applicable to the system. Often, the operating environment
does not impose the greatest stresses. Table 4-2 lists some of the environments that must be considered in designing
for reliability.
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Table 4-2. Environments to consider in designing for reliability

. Environmental Stresses and
Environment Comments
Factors*
Operating Includes all potential ways and climates in which the Temperature
system will be used. Humidity
Support The environment in which a system is repaired and serviced | Mechanical/acoustical vibration
must be considered. Mechanical/acoustical shock
Installation For some systems, the process of installation imposes Moisture
stresses that are higher than those of operation. Sand
Storage For systems and products stored for long periods of time, Dirt
the storage environment can be the dominant cause of Electromagnetic interference
failure. Radiation
Transportation The shipping and handling of systems and products can Mechanical loads
impose stresses, such as shock and vibration, that are Corrosion
different from or higher than those of operation. Chemical reaction

*Typical environmental stresses and factors that can occur in any of the listed environments.

e. Design for simplicity. The basic tenet of reliable design is to keep it simple. The more complicated a design,
the more opportunity for failure. This principle is sometimes derided as elementary and intuitive; nevertheless, it is
often needlessly violated and is included here as a reminder of its importance.

f. Institute configuration control. As changes are made to improve reliability, or for any other reason, and the
design matures, it should be complemented by a progressively mature control of hardware design. It is important to
know which current configuration served as the basis for a given reliability prediction or analysis.

(1) Initially, the hardware design is conceptual in nature and may be described by equations or design
parameters, for example. At this stage, subsystem designers should have little controls placed upon the details.
They should be engaged in trade studies, sensitivity analyses, and design variations leading to the next phase of
hardware control.

(2) The next level of configuration control is "baselining the system." The baseline permits concentration on a
specific design and allows detail design to begin. After a system is baselined, the designer can only change the
concept when there is due cause and only after notifying other program elements to assure that each subsystem
designer is aware of the design of interfacing subsystems.

(3) Atcritical design review (drawing release), the detail design is (ideally) complete and formal configuration
control process should be instituted. The process should be rigid and designed to ensure that design modifications
are undertaken only for understood cause and the full cost and impact is analyzed prior to initiating the change.

4-5. Conduct development testing

Reliability prediction and design requires some knowledge of the failure rates of parts, and how the parts are used.
Additionally, the reliability engineer will need to use analytical tools such as FMEAs and stress analysis. In
performing analyses and making predictions, the engineer tries to account for all factors affecting reliability.
However, as is true of all analysis, the reliability analysis is far from perfect, particularly early in the development of
a new product. For instance, initial tests of the product (the product may be a prototype, development model, or
production article) may reveal unforeseen failure modes. Then again, it might be determined that initial failure rates
and application factors did not sufficiently account for interaction of parts and subsystems (the fact that the whole is
not always the simple sum of its parts is attributed to a phenomenon called synergism). Consequently, the MTBF
(hardware reliability) or mission reliability may be lower than originally estimated. Since the original design was
intended to satisfy a requirement, some action is needed to bring the reliability of the product "up to spec." The
process by which the reliability of a product is increased to meet the design level is reliability growth.

a. Duane's model. Duane developed learning curves based on cumulative failures and cumulative operating
hours for five different products: two hydromechanical devices, two aircraft electrical generators, and a turbojet
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engine. The products represented a broad range of aircraft type equipment and were identified only by general
description. After plotting the data on log-log paper, Duane found that the curves were very nearly linear and that
failure rates at any point in time for these relatively complex aircraft accessories were approximately inversely
proportional to the square root of the cumulative operating time. Independent and related efforts such as the
Godovin Report, work by J.D. Selley, S.G. Miller, and E.O. Codier of General Electric, and others have confirmed
the soundness of Duane's hypothesis. In total, this work has given the engineer and the manager an aid in planning,
monitoring, and controlling the growth of reliability early in an acquisition program.

b. Other Models for Growth. Duane's work has been expanded and extended by engineers and statisticians and a
variety of reliability growth models are now available. One, the AMSAA-Crow model is a statistical model based
on the Non-Homogeneous Poisson Process (NHPP). The NHPP applies when a trend exists (e.g., reliability is
improving or degrading). Since the AMSAA-Crow is a statistical model, it is somewhat more complicated to use
than the Duane model.

(1) First, you must determine if a trend exists in the data using a statistic called the Laplace statistic (this
statistic will be addressed in more detail in chapter 6). If a trend does not exist at some level of confidence,
determined by the user, the model cannot be used.

(2) If the model applies, then you calculate parameters based on sample size and type of test (test ended after a
given number of failures or after a given length of time.

(3) You can now determine system failure rate at time of interest

(4) An advantage of the AMSAA-Crow model is that, since it is a statistical model, you can calculate upper
and lower bounds on calculated failure rate (or the MTBF).

c. Achieving reliability growth. Corrective measures taken to ensure that the equipment reliability "grows"
properly include redesign, change in materials or processes, or increased tolerances on critical parameters. All of
these efforts represent the expenditure of money.

d. The nature of growth. Reliability growth is the decrease in the hazard function during the early portion of
development and production. It is the result of design changes and improvements that correct deficiencies of the
original design. Its goal is to attain a design which, when in full operational use, has the minimum required level of
reliability. When reliability growth is completed, the hazard function (failure rate if the exponential distribution
applies) stabilizes at a relatively fixed value. The key attributes of reliability growth follow.

(1) Reliability growth occurs early in the life cycle of a product.

(2) Reliability growth is the result of corrective action. Reliability growth is intended to achieve the required
reliability level. Testing provides verification of the predictions made as a result of analytical methods and of the
design approach used. When testing reveals that the analyses or design approaches were inadequate or deficient,
corrective actions must be taken to the extent necessary to meet the reliability requirements. Assuming the
corrective actions are effective, growth occurs.

(3) The hazard function stabilizes when growth ceases. For systems, which tend to exhibit times between
failure that are exponentially distributed, this behavior means that once growth ceases, we will observe a constant
failure rate (or a constant mean time between failure). The value will, of course, actually fluctuate due to variances
in operations and other factors but will be relatively stable. When the system starts to near the end of its useful life,
the failure rate will start to increase. Trending is intended to provide an early indication when system reliability is
degrading (due to age or for other reasons).

e. Accelerated testing. 